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Abstract 

The rapid expansion of digital payment systems has significantly increased the complexity and volume 

of financial transactions, leading to more sophisticated credit card fraud patterns that are difficult to 

detect using conventional approaches. This study proposes a hybrid fraud detection framework that 

integrates Bidirectional Long Short-Term Memory (BiLSTM), Autoencoder, and Federated Learning 

(FL) to enhance detection performance while preserving data privacy. The BiLSTM component captures 

temporal dependencies in transaction sequences by analyzing user behavior in both directions, enabling 

more accurate identification of irregular patterns. The autoencoder module functions as an unsupervised 

anomaly detector by learning representations of normal transactions and identifying deviations through 

reconstruction errors. To address data privacy constraints, the proposed model is deployed within a 

federated learning environment, allowing multiple institutions to collaboratively train a global model 

without sharing sensitive customer data. Experimental evaluation on benchmark datasets demonstrates 

that the proposed framework achieves superior performance over traditional machine learning and 

standalone deep learning models, particularly in precision, recall, and overall classification stability. 

The model effectively handles class imbalance and detects both known and previously unseen fraud 

patterns. Furthermore, the integration of federated learning enhances generalization by leveraging 

distributed data sources while maintaining strict confidentiality. This study contributes a scalable, 

privacy-preserving, and high-accuracy solution for real-world financial fraud detection, supporting 

secure collaboration across institutions and aligning with modern regulatory requirements. 
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I. INTRODUCTION 

Digital payment systems have become an integral part of modern financial transactions due to 

their efficiency and convenience (Mahesh, 2020). However, this rapid adoption has been 

accompanied by a parallel increase in fraudulent activity, as highlighted in earlier fraud-detection 

studies (Phua et al., 2005; Weston et al., 2008). A key challenge lies in fraudulent transactions 

themselves, which are often deliberately designed to mimic legitimate user behavior, making 

them difficult to distinguish using conventional detection approaches (Aggarwal, 2015; Salazar 

et al., 2012). This difficulty is further exacerbated by the inherent imbalance in transaction data, 

in which fraudulent cases account for only a very small fraction of the total volume, leading many 

systems to misclassify or overlook them (Reddy et al., 2023). 

To address these challenges, a wide range of analytical techniques has been explored. Traditional 

machine learning methods, including Logistic Regression, Decision Trees, and Random Forests, 
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have provided baseline solutions but are heavily dependent on manual feature engineering and 

often fail to adapt to evolving behavioral patterns (Alenzi & Aljehane, 2020; Meenakshi & Singh, 

2020; Kiran et al., 2018; Adepoju et al., 2019; Bhanusri et al., 2020). In contrast, deep learning 

models, particularly those based on recurrent neural networks such as LSTM, have demonstrated 

the ability to capture temporal dependencies in sequential transaction data (Hochreiter & 

Schmidhuber, 1997; Graves & Schmidhuber, 2005). Furthermore, hybrid approaches that 

combine sequence learning with anomaly detection, such as LSTM–Autoencoder architectures, 

have shown improved capability in identifying both known and emerging fraud patterns (Singh 

& Kumar, 2022; Roy et al., 2021; Liu et al., 2022). Despite these advantages, deep learning 

models typically require access to large-scale datasets, which are often difficult to obtain due to 

privacy and regulatory constraints (Malekzadeh et al., 2021). 

In practice, financial institutions are unable to share customer transaction data freely, resulting in 

fragmented, isolated datasets across organizations (Yang et al., 2019; Rahman et al., 2023). This 

limitation restricts models' ability to learn from diverse transaction patterns and reduces their 

generalization capability. Federated Learning has been introduced as a potential solution to this 

issue, enabling multiple parties to collaboratively train models by sharing only model updates 

rather than raw data (Yang et al., 2019). Recent studies have demonstrated that integrating 

federated learning with deep learning models can enhance detection performance while 

maintaining strict data confidentiality (Li & Li, 2022; Zhao et al., 2024). 

This study proposes a hybrid fraud detection framework that integrates Bidirectional Long Short-

Term Memory (BiLSTM), Autoencoder, and Federated Learning. The model is designed to 

capture temporal transaction patterns, identify anomalies through reconstruction error, and enable 

collaborative learning across distributed data sources without exposing sensitive information. By 

combining sequence modeling, anomaly detection, and privacy-preserving training, the proposed 

approach aims to improve detection accuracy and robustness in real-world financial 

environments. 

II. LITERATURE REVIEW 

Research on credit card fraud detection has evolved alongside the rapid growth of digital payment 

systems (Phua et al., 2005). Early approaches primarily relied on rule-based mechanisms that 

flagged suspicious activities based on predefined thresholds, such as unusually high transaction 

amounts or geographically inconsistent spending patterns (Weston et al., 2008; Aggarwal, 2015). 

While these methods were computationally efficient, they lacked adaptability and could not 

respond to increasingly sophisticated fraud strategies. As a result, many fraudulent transactions 
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remained undetected due to the static nature of these rules and their inability to evolve in response 

to emerging patterns (Phua et al., 2005; Weston et al., 2008). 

To overcome these limitations, machine learning techniques were introduced as more flexible and 

data-driven alternatives (Mahesh, 2020; Oktavia et al., 2026; Santoso & Raharjo, 2023; Wibisono 

et al., 2025). Algorithms such as Support Vector Machines (SVM), Decision Trees (DT), Random 

Forests (RF), Logistic Regression (LR), Naïve Bayes (NB), and k-Nearest Neighbor (KNN) have 

been widely applied to classify transactions based on historical data patterns (Alenzi & Aljehane, 

2020; Meenakshi & Singh, 2020; Kiran et al., 2018). These models demonstrated improved 

performance compared to rule-based systems by learning decision boundaries between legitimate 

and fraudulent transactions (Adepoju et al., 2019; Bhanusri et al., 2020). However, a fundamental 

challenge persists due to the highly imbalanced nature of transaction datasets, where fraudulent 

cases constitute only a small fraction of the data (Reddy et al., 2023). This imbalance often biases 

models toward the majority class, resulting in high overall accuracy but poor fraud detection 

capability (Meenakshi & Singh, 2020; Alenzi & Aljehane, 2020). Although techniques such as 

oversampling and ensemble learning have been explored, their improvements remain limited and 

often depend on manually engineered features (Reddy et al., 2023). 

Recent advancements in deep learning have further enhanced fraud detection by enabling models 

to capture complex temporal patterns in transaction sequences (Singh & Kumar, 2022). Recurrent 

architectures such as Long Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU) are 

particularly effective in modeling sequential dependencies and identifying behavioral changes 

over time (Hochreiter & Schmidhuber, 1997). Bidirectional LSTM extends this capability by 

processing sequences in both directions, thereby improving contextual understanding of 

transaction flows (Graves & Schmidhuber, 2005). In parallel, unsupervised approaches such as 

autoencoders have been utilized to learn representations of normal transaction behavior and detect 

anomalies through reconstruction errors (Liu et al., 2022). Hybrid models that combine sequence 

learning and anomaly detection have shown promising results in identifying both known and 

previously unseen fraud patterns (Roy et al., 2021; Reddy et al., 2023). 

Despite these improvements, most existing approaches rely on centralized data collection, which 

introduces significant privacy and security concerns (Yang et al., 2019). Financial transaction 

data are highly sensitive and subject to strict regulatory constraints, limiting institutions' ability 

to share datasets for model development (Malekzadeh et al., 2021). To address this issue, 

Federated Learning (FL) has emerged as a decentralized learning paradigm that enables 

collaborative model training without requiring the exchange of raw data (Yang et al., 2019). In 

this framework, individual institutions train local models and share only model parameters, 
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thereby preserving data confidentiality while enabling collective learning (Rahman et al., 2023). 

Recent studies have demonstrated that integrating FL with deep learning architectures can 

enhance detection performance while maintaining privacy guarantees (Li & Li, 2022; Zhao et al., 

2024), and it has also been applied in combination with traditional models such as SVM and 

ensemble methods to mitigate data-sharing risks (Chen et al., 2020). 

Building upon these developments, this study adopts a hybrid approach that integrates sequence 

learning, anomaly detection, and federated training across multiple institutions. The proposed 

framework enables the model to learn from diverse transaction patterns while ensuring that 

sensitive financial data remain locally protected. To support methodological clarity, the Support 

Vector Machine model is illustrated in Figure 1, while the proposed Hybrid BiLSTM–

Autoencoder framework is presented in Figure 2. 

 
Figure 1. Support Vector Machine Diagram 

III. RESEARCH METHOD 

The proposed model presents a hybrid framework that combines Bidirectional Long Short-Term 

Memory (BiLSTM), Autoencoder, and Federated Learning (FL) to improve the accuracy and 

confidentiality of credit card fraud detection. The framework is designed to efficiently analyze 

sequential transaction data, identify irregular behavioral patterns, and enable collaborative model 

training without compromising data privacy. The system operates through four key phases: data 

preprocessing, BiLSTM-based sequence learning, autoencoder-based anomaly detection, and 

federated model aggregation. 
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Figure 2. Proposed Hybrid BiLSTM–Autoencoder Framework 

A. Data Preprocessing 

The initial phase focuses on transforming raw transactional data into a structured and standardized 

form suitable for model training. Since credit card datasets typically comprise heterogeneous 

variables and exhibit significant class imbalance, proper data preparation is crucial. All numerical 

attributes are normalized using a standard scaling method to maintain uniform feature 

contribution, while categorical attributes are converted through label or one-hot encoding. 

Missing or inconsistent entries are handled by imputation or removal, depending on the data 

distribution. 

Class imbalance, where fraudulent transactions constitute only a small fraction of the total data, 

is handled using two complementary strategies. Oversampling techniques, such as the Synthetic 

Minority Over-sampling Technique (SMOTE), are applied to increase the number of fraudulent 

samples. Additionally, cost-sensitive learning introduces higher misclassification penalties for 

fraud cases, ensuring the model remains sensitive to rare but high-risk instances. 

B. BiLSTM Network 
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The Bidirectional LSTM (BiLSTM) network learns temporal dependencies in sequences of user 

transactions. Unlike conventional LSTMs that analyze data in a single direction, BiLSTM 

processes the sequence in both directions. This dual-directional approach allows the model to 

capture contextual dependencies across time, enabling it to recognize behavioral irregularities 

more accurately. Patterns such as sudden increases in spending, unusual merchant types, or 

abnormal geographic activity can therefore be detected as potential indicators of fraud. The output 

of the BiLSTM layer serves as a dynamic feature representation that encapsulates temporal 

information across user histories. 

C. Autoencoder Module 

The Autoencoder acts as an unsupervised component for anomaly detection. It is trained on 

normal transaction data to learn efficient feature representations in a lower-dimensional latent 

space. During the reconstruction phase, transactions that significantly deviate from learned 

normal patterns exhibit higher reconstruction errors. Such deviations are interpreted as possible 

evidence of fraudulent activity. This mechanism enables the system to adaptively identify novel 

or previously unseen fraud types that may not resemble known attack patterns. 

D. Federated Learning Integration 

The final phase integrates Federated Learning (FL) to enable decentralized, privacy-preserving 

model training across multiple financial organizations. Each participating institution 

independently trains a local model on its own dataset and transmits only the learned parameters—

such as weight updates—to a central coordinating server. The server aggregates these updates 

using algorithms like Federated Averaging (FedAvg) to construct a unified global model, which 

is then redistributed for further refinement. This distributed structure ensures that sensitive 

customer data never leaves the local environment, thereby maintaining strict data confidentiality 

while enhancing model generalization. 

This BiLSTM–Autoencoder–FL hybrid approach combines sequential learning, anomaly 

detection, and decentralized collaboration to deliver a secure, adaptive, and highly accurate fraud 

detection framework suitable for real-world financial applications. The overall process of fraud 

detection is illustrated in Figure 3, while the workflow of the proposed Hybrid BiLSTM–

Autoencoder with Federated Learning model is presented in Figure 4. Furthermore, a comparative 

analysis between traditional machine learning methods and the proposed approach is summarized 

in Table 1. 
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Figure 3. Flowchart of Fraud Detection Process 

 
Figure 4. Flowchart of Hybrid BiLSTM-Autoencoder with Federated Learning 

Table 1. Comparison of Traditional Machine Learning Methods and the Proposed Hybrid 

BiLSTM–Autoencoder with Federated Learning 
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Aspect 

Traditional Methods (Logistic 

Regression, Random Forest, 

SVM, etc.) 

Proposed Hybrid BiLSTM–Autoencoder 

with FL 

Data Handling 

Struggle with highly imbalanced 

datasets; require manual feature 

engineering. 

Learns sequential + latent features 

automatically; robust against imbalance with 

anomaly detection. 

Temporal 

Awareness 

Limited ability to capture 

sequential transaction behavior. 

BiLSTM effectively models temporal 

dependencies in transaction sequences. 

Anomaly 

Detection 

Weak at detecting unseen fraud 

types; high false positives. 

Autoencoder reconstructs normal patterns → 

deviations flagged as anomalies. 

Scalability 
Performance degrades with very 

large datasets. 

Deep learning scales efficiently with larger 

datasets and distributed training. 

Privacy 
Centralized training requires raw 

data sharing → privacy risks. 

Federated Learning allows model 

collaboration without exposing sensitive data. 

Accuracy 
Moderate accuracy (85–92% 

depending on the dataset). 

High accuracy (>96%) with better precision 

and recall. 

Adaptability 
Static models need frequent 

retraining. 

Continuously adaptive to new fraud patterns 

via federated updates. 
 

IV. RESULT 

Experiments were conducted using benchmark credit card transaction datasets. Metrics such as 

Accuracy, Precision, Recall, F1 Score, and AUC were used to evaluate performance. The 

effectiveness of the proposed classification model was assessed using a Confusion Matrix, as 

illustrated in Figure 5. This matrix enables a granular assessment of the model’s ability to 

distinguish legitimate transactions from fraudulent activities, particularly in the context of highly 

imbalanced datasets. 

 
Figure 5. Confusion Matrix Representing Model Classification Performance Illustration 

A. Observed Metrics 

The matrix highlights the following four fundamental outcomes: 
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1. True Negatives (TN): 85,292 instances were correctly identified as non-fraudulent. 

2. False Positives (FP): 16 legitimate transactions were incorrectly flagged as fraud (Type I 

error). 

3. False Negatives (FN): 56 fraudulent transactions were missed by the model (Type II 

error). 

4. True Positives (TP): 79 fraudulent instances were accurately detected. 

The ROC plot complements these findings by illustrating the model's performance across 

different operating points. The presence of data points in the upper-left corner of the ROC space 

indicates that the classifier achieves a True Positive Rate near 1.0 and a False Positive Rate below 

0.05, as shown in Figure 6. 

 
Figure 6. ROC Scatter Plot showing Classifier Performance in Terms of False 

Positive Rate and True Positive Rate 
 
This positioning indicates a high Area Under the Curve (AUC), signifying that the model's ability 

to rank a random fraudulent transaction higher than a random legitimate one is statistically 

superior to baseline methods. The clustering of points near the (0,1) coordinate underscores the 

robustness of the feature extraction process used in this study, as illustrated in Figure 7. 
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Figure 7. Architectural Comparison of Traditional Centralized Methods and the Proposed 

Hybrid BiLSTM–Autoencoder with Federated Learning 
 

V. DISCUSSION 

The experimental results indicate that the proposed Hybrid BiLSTM–Autoencoder framework, 

integrated with Federated Learning, achieves strong performance in detecting fraudulent 

transactions, particularly on highly imbalanced datasets. The confusion matrix results show a low 

number of false positives and false negatives, suggesting that the model can maintain a balance 

between sensitivity and specificity. This finding is consistent with prior studies that emphasize 

the importance of combining sequential learning and anomaly detection to improve fraud 

detection accuracy (Roy et al., 2021; Reddy et al., 2023). The model's ability to detect rare fraud 

cases while minimizing misclassification highlights its robustness compared to traditional 

classification approaches. 

Compared to conventional machine learning models such as Logistic Regression, Decision Trees, 

and Random Forests, the proposed approach demonstrates superior capability in capturing 

complex transaction behavior. Traditional models typically rely on static feature representations 

and struggle to adapt to evolving fraud patterns (Alenzi & Aljehane, 2020; Meenakshi & Singh, 

2020). In contrast, the BiLSTM component effectively models temporal dependencies, allowing 

the system to detect subtle changes in user behavior over time. This aligns with previous findings 
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that recurrent neural networks outperform traditional methods in sequential data analysis 

(Hochreiter & Schmidhuber, 1997; Graves & Schmidhuber, 2005). 

The integration of the autoencoder further strengthens the detection mechanism by enabling 

unsupervised anomaly identification. Unlike supervised models that depend heavily on labeled 

data, the autoencoder learns the normal structure of transactions and flags deviations as potential 

fraud (Liu et al., 2022). This is particularly beneficial in real-world scenarios where fraud patterns 

continuously evolve and labeled datasets may not fully represent new attack strategies. Similar 

hybrid approaches have shown improved adaptability in detecting emerging fraud patterns, 

supporting the effectiveness of combining reconstruction-based learning with sequence modeling 

(Singh & Kumar, 2022; Roy et al., 2021). 

Another significant contribution of this study is its use of Federated Learning to address data 

privacy challenges. Unlike centralized training approaches that require data aggregation, the 

proposed framework enables collaborative learning without sharing raw transaction data. This 

design aligns with recent research highlighting federated learning as a viable solution for privacy-

preserving fraud detection (Yang et al., 2019; Malekzadeh et al., 2021). Moreover, by leveraging 

distributed datasets from multiple institutions, the model benefits from a broader representation 

of transaction patterns, thereby enhancing generalization and detection performance (Li & Li, 

2022; Zhao et al., 2024). 

Despite these promising results, several limitations should be acknowledged. First, the model 

relies on benchmark datasets, which may not fully capture the complexity of real-world financial 

systems. Second, federated learning introduces additional communication overhead that may 

affect scalability in large-scale deployments. Future research could explore optimization 

techniques to reduce communication costs and evaluate the framework in real-time transaction 

environments. Additionally, incorporating more advanced privacy-preserving mechanisms could 

further strengthen the system's security. Overall, the findings suggest that the proposed hybrid 

framework offers a practical and effective solution for modern fraud detection, balancing 

accuracy, adaptability, and data privacy. 

VI. CONCLUSION AND RECOMMENDATION 

This study proposes a hybrid credit card fraud detection framework that integrates Bidirectional 

LSTM, Autoencoder, and Federated Learning to address challenges in detecting complex and 

imbalanced transaction patterns. The results demonstrate that combining sequential modeling and 

anomaly detection improves the system’s ability to identify both common and rare fraud cases 

with high accuracy.  The incorporation of Federated Learning enables collaborative model 

training across multiple institutions without exposing sensitive financial data, making the 
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approach suitable for real-world applications with strict privacy requirements. By leveraging 

distributed data sources, the model achieves better generalization compared to conventional 

centralized methods. 

Despite its effectiveness, the proposed framework still faces limitations related to computational 

complexity and communication overhead in federated settings. Future work should focus on 

optimizing model efficiency, reducing communication costs, and evaluating performance in real-

time transaction environments. Expanding the framework to accommodate diverse financial data 

sources may further enhance its applicability. Overall, the study highlights that integrating deep 

sequential learning, anomaly detection, and privacy-preserving training provides a robust and 

scalable solution for modern fraud detection systems. 
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